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Barry Warde, diagnostic integration engineer, Sword Medical, outlines the 
workflow and patient data protection benefits gained from interoperability 
advances in respiratory diagnostics

Interoperability advances in respiratory diagnostics

Interoperability is the ability of computer systems or software to 
exchange and make use of information.
Making use of information sounds straight forward, but, in 
reality, exchanging patient results can be a very timely and 
frustrating process. Typically, this process has relied on traditional 
communications methods – telephone calls, scanning and 
emailing, even faxing sensitive pulmonary function test (PFT) 
results – with no security or adherence to General Data Protection 
Regulation (GDPR) rules.
Highly-qualified clinicians expending valuable time and 
resource trawling through patient records/charts to simply 
exchange patient data is wholly counterproductive in today’s 
interconnected world.
Let’s look at a practicable example: in a busy present-
day Respiratory Department, the respiratory physiologists’ 
responsibilities go far past their core role of testing patients.
They’re required to run all admin concerning patients, in addition 
to assisting doctors, consultants and secretaries with patient 
results.
Thirty years ago, the workflow in place differed little from where 
we are today (see workflow below), despite technological 
advances. And presently, in an increasingly time-poor workplace 
and society, this ‘sneakernet’ workflow is not only ineffective for 
time management, but also poses serious risks to patient data 
protection and security.

Workflow: PFT test performed on a PFT acquisition system - 
Physiologist prints test results to send to or give direct to patient 
- results go to patient’s chart or internal mail.
Sneakernet is a jargon term for the historical method of 
transmitting information by personally carrying it from one 
place to another. The idea is that someone is using their shoes 
(sneakers) to move data around rather than using a computer 
network.

The EU GDPR regulation which came into effect May 25, 
2018, provides strict guidelines for patient data in healthcare 
environments. Heavy penalties, where evidence of data breaches 
or negligence have been found, are now being enforced.
GDPR defines ‘personal data’ as any information relating to an 
identifiable person who can be directly or indirectly identified, in 
particular by reference to an identifier. This definition provides for 
a wide range of personal identifiers to constitute personal data, 

including name, identification number, location data or online 
identifier.
Health Service Executive (HSE) GDPR policy states:
• Where data is held on computers, we must ensure that those 

computers and networks are safe and secure; and
• Where data is in paper format, we are obliged to ensure that 

it is as safe and secure as a computer record.
Across all industry, technology is influencing change. And whilst 
the healthcare industry has for decades been a victim of its own 
size for adapting to some of this change, we’re now at a critical 
point of needing to embrace these advances and new tools 
available to us in order to streamline workflows, protect patient 
data and operate in a highly functional and productive manner.
Interoperability advances in respiratory diagnostics ensure 
compliance with GDPR regulation, whilst transforming workflows 
by making ‘real-time’ data available to the right people at 
the right time. Interoperability empowers clinicians to make 
informed, timely decisions by creating the opportunity to use 
one location to view, report and discuss pulmonary function 
tests in conjunction with other diagnostic tests - thus enhancing 
healthcare delivery to patients.

Examples of interoperability advances in respiratory 
diagnostics
1. HIS (hospital information system) workflow integration
 Trying to get an integrated workflow project started can be 

a daunting task. HIS, EHR/EMR, RIS/PACS, PAS, NIECR, HL7, 
DICOM….?? Acronym overload can often inhibit clear and 
open learning and communication. ICT staffing resources, 
tight budget restrictions, allocation of clinical staff for 
workflow testing/verification – can often lead to a lot of 
integration projects being derailed.

 The secret to interoperability success is the method of 
effectively marrying information and communications 
technical expertise with what the Respiratory Physiologists 
actually need to meet the demands of their busy respiratory 
lab. Each hospital will have its own infrastructure, 
requirements and capabilities, which need to be considered 
when integrating an interoperable workflow eg. HL7 (Health 
Level 7) or digital imaging and communications in medicine 
(DICOM).

 Integration projects can involve many stakeholders, with 
different skillsets and knowledge, the biggest challenge is 
for all involved to speak a common language. To achieve 
a unified goal, the timely appointment of an ICT project 
manager is the key ingredient to drive the integration project 
from start to completion. The project manager will work 
with the PFT lab and vendor, allocating the required ICT 
resources, to bring the integration project through to fruition 
– on time and within budget.

Figure 1: Sneakernet.
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If information is power, interoperability 
should empower clinicians by giving them 
access to ‘real-time’ patient results thus 
enabling clinicians to make informed, 
timely decisions with confidence.
Both the NIMIS team and CHB Respiratory 
and Sleep Diagnostics Department 
understood this basic fundamental need 
and together set out on a journey to turn 
this need into reality. National Integrated 
Medical Imaging System (NIMS) provides 
both local and national PFT patient results 
through the National Health Network’s 
Picture Archiving and Communication 
System (PACS) infrastructure.
When Connolly Hospital’s Respiratory 
and Sleep Diagnostics Department made 
a decision to join NIMIS, it was a giant 
leap forward for future PFT laboratory 
integration in Ireland. The NIMIS RIS/
PACS infrastructure (powered by Change 
HealthCare) now provides seamless PFT 
worklists on each acquisition device, 
allowing the respiratory physiologist to 
commence testing immediately, without 
having to input/duplicate patient data. 
On completion of the test, the respiratory 
physiologist types in their comments and 
sends the completed test to PACS with 
one click of the ‘send’ button. The patient 
PFT report (exact replica of a printed 
report) is now available, within seconds, 
nationally on the NIMIS framework.

Integrated solution!!

Vendor

ICT/
Project

Manager
PFT Lab

Figure 2: NIMIS/DICOM –Connolly Hospital Blanchardstown (CHB).

Figure 3: Patient PFT report.
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Some of the interoperability advantages of NIMIS outlined below by Connolly Hospital’s respiratory and sleep diagnostics team.

2. Secure remote intranet access technology eg. St Vincent’s 
Private Hospital and St Vincent’s University Hospital 
(incorporating St Michael’s Hospital).

 To meet the constant demand of clinicians looking for 
patient PFT results, both St Vincent’s University Hospital and 
St Vincent’s Private Hospital decided to go with web-report 
access via Vyaire Medical’s Sentry.Net.

 Sentry.NET uses a standard web browser such as Internet 
Explorer to access, view, interpret, and sign PFT reports. 
Sentry.Net successfully bridged the gap for instant access to 
patient results for doctors, consultants and secretaries within 
the St Vincent’s Healthcare Group. The main advantage of 
Sentry.Net is that it enables quick and easy access to patient 
PFT reports with no additional software needed on personal 
computers (PCs), just a web browser.

 St Vincent’s University Hospital also integrated the power of 
their ‘clinical portal’ to rollout Sentry.Net. This made it easy 
for clinicians to access Sentry.Net from their customised 
portal, thus ensuring that Sentry.Net was only available to 
staff that were authorised to review PFT reports.

3. Security and administration tools
 Vyaire Medical’s Security and Administration tool ensures 

conformance with the latest GDPR regulation by allowing 
respiratory managers/chief respiratory physiologists to 
restrict access to SentrySuite/Sentry.NET users. Once 
enabled you can sync user accounts with active directory. 
All users must sign in with their own login credentials before 
commencing a test, thus capturing which user performed the 
test.

 The SentrySuite User Administration allows assigned 
administrators to create user accounts and user groups with 
their assigned rights, ensuring that only authorised users 
have access to the different sub-programs.

4. All activity can be monitored with the ‘black-box’ function, 
which is an audit log of all users’ actions. An assigned 
administrator can see which user performed what type of 
test, eg. spirometry. It also gives you the associated time 
stamp of a performed calibration/test, as well as which 
device the calibration/test was performed on.

Conclusion
In today’s respiratory clinical environment, the decision on which 
treatment, medication or surgery a patient receives is based 
on the patient data available to the clinician. Interoperability 
advances in respiratory diagnostics now provide remote, real-
time patient results with a click of a button. It is time to banish 
the archaic ‘sneakernet’ workflows to the ‘80s and embrace the 
empowerment of interoperability- accurate, safe and secure data 
delivered in real-time workflows.

Figure 4: Connolly Hospital’s respiratory and sleep diagnostics team.

‘Secure storage solution that could be
accessed remotely throughout the

hospital, bringing diagnostics tests and
reports to the patients bedside’

‘Phone contact and test request
cards became redundant within a

short time after NIMIS was installed’

‘Greatly reduced the test setup
time and minimised, if not

eliminated, human error associated
with data entry and misfiles’

Aisling McGowan
Chief 2 Respiratory

Physiologist/Service Manager

‘Speeds up clinics once exam is
complete in the clinic it is a matter of

clicking a button on SentrySuite to send
it to NIMIS and the exam is available

to view immediately - not just
in the clinic but hospital wide and

nationally with the correct access rights’

‘Other hospitals can access PFT results
via NIMIS, GPs can access them via

HealthLink if they are signed up to it,
therefore, eliminates need for posting
results, faxing or emailing all of which

create problems when it comes to data
protection’

Kevin McEvoy
Senior Respiratory

Physiologist

Figure 5:


